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Warm-up puzzle

We have a deck of n distinct cards (where n is large) and 
repeatedly sample a card uniformly at random, with 
replacement. On average, how many cards do we need to 
draw before we see some card twice (that is, before we have 
repeated a card)? 

(a)  

(b)  

(c)  

(d)  

(e)

Θ(n2)
Θ(n)

Θ ( n)
Θ(log n)
Θ(1)

O



Dictionary

A dictionary is a data structure that contains key-value pairs 

• Keys should be unique 

• Values can be anything and need not be unique

(k v)
/

↑ value (e
. g ., an image

key



Dictionary - Operations

SEARCH - Need to specify key k 

INSERT - Need to specify object x (obtain key via x.key) 

DELETE - Need to specify object x 

• We will see later why it is better to take as input x rather 
than x.key



Unordered list

Suppose that we use an unordered list                                  
(let’s make it a doubly linked list) 

SEARCH( ) 

INSERT( ) 

DELETE( )

S, k

S, x

S, x

Worst-case running time? (for n elements)Operation

head
<latexit sha1_base64="+bv/2VrEDB1Owgg+IU6rqQX8BVY="></latexit>

k3
<latexit sha1_base64="aDQx3cDpNjiS589MrWQsOX12kBE="></latexit>

k1
<latexit sha1_base64="dKmaXMDiviDazSf9qUjcNYU058w="></latexit>

k6
<latexit sha1_base64="QfGOga0xAyr+3iTsmpaIP/B7m2c="></latexit>

k4

O(n)

O(1)

O(1)



Ordered list

If we use an ordered list (in the form of an array), then 
searching is fast; other operations are slow 

SEARCH( ) - binary search enables O(log n) 

INSERT( ) - O(n) 

DELETE( ) - O(n)

S, k

S, x

S, x

k0

k1

k3

k4

k7

k6

k2

k5

0
1
2
3
4
5
6
7

<latexit sha1_base64="lYwq47fctIgUMftjMQ+cX5w/RWY="></latexit>

k0 < k1 < k2 < . . . < k7



Balanced binary search tree

Another strategy is to use a balanced binary search tree 
(e.g., red-black tree, AVL tree) 

SEARCH( ) - O(log n) 

INSERT( ) - O(log n) 

DELETE( ) - O(log n)

S, k

S, x

S, x

13.1 Properties of red-black trees 275
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Figure 13.1 A red-black tree with black nodes darkened and red nodes shaded. Every node in a
red-black tree is either red or black, the children of a red node are both black, and every simple path
from a node to a descendant leaf contains the same number of black nodes. (a) Every leaf, shown
as a NIL, is black. Each non-NIL node is marked with its black-height; NIL’s have black-height 0.
(b) The same red-black tree but with each NIL replaced by the single sentinel nil[T ], which is always
black, and with black-heights omitted. The root’s parent is also the sentinel. (c) The same red-black
tree but with leaves and the root’s parent omitted entirely. We shall use this drawing style in the
remainder of this chapter.



Direct-address table

Suppose the keys are in a universe 

In a direct-address table, we create an array T of size m        
(initialize all entries to NULL) 

Element with key k is stored in 

SEARCH( ): return 

INSERT( ): 

DELETE( ):                NULL 

Space complexity? 

S, k

S, x

S, x

Worst-case running time?

<latexit sha1_base64="blx1molF2hRbTfyD6B6oxDoTaSg="></latexit>

U = {0, 1, . . . ,m � 1}

<latexit sha1_base64="EmxZqOlKaZP2/pKWD3sXwqBrao8="></latexit>

T [k]

<latexit sha1_base64="EmxZqOlKaZP2/pKWD3sXwqBrao8="></latexit>

T [k]

<latexit sha1_base64="DUuyMKWwISTfOZdCW5F1fRa2q2M="></latexit>

T [x .key] = x

<latexit sha1_base64="/lv+jZ/czp8wt9MQa2b7CVUucnI="></latexit>

T [x .key] =

m
indicates space

usage

↓ (m
is notalways
universe size

O(1)

O(1)

O(1)

O(m)



Direct-address table - Example 1

Universe 

n = 4, with the 4 keys being: 2, 5, 8, 9

<latexit sha1_base64="fP5q0jgl+1dh5KupmXVf422IU8E="></latexit>

{0, 1, . . . , 9}

\
\

\
\

\
\

0 
1 
2 
3 
4 
5 
6 
7 
8 
9

value stored in slot 2

value stored in slot 5

value stored in slot 8
value stored in slot 9

(for key 2)
1

(for key 5)
1



Direct-address table - Example 2

\

\

\

\

. .
 . 

.

\

<latexit sha1_base64="gXfSveA6IYmV0cKVTvcCmoid5S4="></latexit>v1

<latexit sha1_base64="vvMUx9ok2ml0dA6uXrWW3F8B7DY="></latexit>v2

. .
 . 

.
. .

 . 
.

What fraction of space     
is being utilized?

<latexit sha1_base64="BxTfxchnd+JRjDsHrisaYHQ4vrM="></latexit>

{0, 1, . . . , 2n → 1}Universe                        where we have only n keys

o



Hash tables
What if the universe is massive, but the set of keys that      
will actually be used is much smaller? (           ) 

Then a direct-address table is really wasteful.                                 
Most entries of T will never be used! 

Idea: Although      is massive, we’ll use a table of size m. 
How? We use a hash function

<latexit sha1_base64="cPgXYfImooD/GPym9f/hNK4b8Ao="></latexit>

U

<latexit sha1_base64="hU4zpyJneuyb/ig53MS+yeG0a3A="></latexit>

h <latexit sha1_base64="eLyDKXfLiq//UeSvmmHqHKK2CRc="></latexit>

{0, 1, . . . ,m � 1}

<latexit sha1_base64="zih5XZc/motLMeMpKxqQkVo7Byk="></latexit>

h : U ! {0, 1, . . . ,m � 1}

<latexit sha1_base64="j0Ii+7K4lnfcLyTwmmCbVLikulo="></latexit>

n ⌧ |U|

<latexit sha1_base64="l7CjNVWCxBTK0Lq3RQo3/jkzj2w="></latexit>

|U|

<latexit sha1_base64="wTr6Ym7ZxIxqm/aGaxma7m8lTho="></latexit>

k

<latexit sha1_base64="VIrHJS15MZoYhCNjpwQ6T8LJVWs="></latexit>

h(k)

Iwant m << (01)



Hash function and collisions

Let                                   be a hash function. 

Given key k, we call h(k) the hash value of key k 

(not-so-smart) Example: 

If two keys hash to the same slot, then we have a collision

<latexit sha1_base64="zih5XZc/motLMeMpKxqQkVo7Byk="></latexit>

h : U ! {0, 1, . . . ,m � 1}

<latexit sha1_base64="BeHDyhIzzDbxzhDwME2/JjAZcLA="></latexit>

h(k) = k mod 10 (m = 10)



What if the key is not a natural number?

Suppose the key is a floating point number 

• Easy to fix by rescaling 

How to handle strings? 

• Basic idea: interpret as number in given base and convert 
to decimal (more on this in a later lecture; stay tuned!)

Suppose k = [0
,
2
.

71828]
.

~ (k) = L:,020 10
%) + 10 , 1, . . ., 10"5 h(k) = G(u(k))

LATER !



Handling collisions

How can we handle collisions? 

(1) Design a hash function which makes collisions as 
unlikely as possible (more on this soon)



Handling collisions

How can we handle collisions? 

(1) Design a hash function which makes collisions as 
unlikely as possible (more on this soon) 

OK… but what if a collision still happens? How can we 
handle collisions? 

(2) Chaining - let each hash table slot store a linked list 

(3) Open addressing - if the desired entry is already full, 
then try some other slots (using some fixed order; 
more on this next class)



Chaining
In chaining, we store all elements that hash to the                    
same slot j within a linked list 

Example: 
                         (again, not good hash function!) 
Insert these keys in this order: 17, 4, 7, 34, 1, 41, 21, 31

0 
1 
2 
3 
4 
5 
6 
7 
8 
9

<latexit sha1_base64="3tMqsiZSF69+UbplZtkvXq0Oc6w="></latexit>

T
⇥
j
⇤

<latexit sha1_base64="BeHDyhIzzDbxzhDwME2/JjAZcLA="></latexit>

h(k) = k mod 10

---

technically we
store eceyvalue) pair here

iS-
a



Operations

SEARCH( ): Search list at 

INSERT( ): Insert x at the head of list 

DELETE( ): Delete x from list

S, k

S, x

S, x

<latexit sha1_base64="SEIKMgDb+7PCwFBa5CeqB6tT7Ao="></latexit>

T [h(k)]

<latexit sha1_base64="GsLzojVP49Ul4ekYDANN2e4RUBs="></latexit>

T [h(x .key)]

<latexit sha1_base64="GsLzojVP49Ul4ekYDANN2e4RUBs="></latexit>

T [h(x .key)]

Worst-case 
running time?

<latexit sha1_base64="4M/MqGWV/y0g4LThMp1FbT4vOPQ="></latexit>

k1
<latexit sha1_base64="lDT/eQUw3jWxgZ1Bsik1qarngdk="></latexit>

k3
<latexit sha1_base64="cSPA5Mfv22roG4qS/S87xg0uh2I="></latexit>

k4\ \

delete

Assume n elements in hash table

& (length of the chain of TCh(k17)

O(1)

0(1)



Load factor

Let T be a hash table of size m that stores n elements 

The load factor  of T is the average length of a chain. This 
is simply the ratio of number of elements stored to number 
of slots. Therefore, 

If we have a good hash function, the load is balanced (most 
chains have length ). In this case, the cost of each Search 
operation is close to . 

It can be challenging to find a good hash function which 
deterministically keeps most chains at length . Instead, we 
will consider situations where a hash function is randomly 
selected such that, on average, any chain        has length .

α

α
α

α

α

<latexit sha1_base64="kTovtL4hYemTTJG+jhgYphzjQhQ="></latexit>

↵ = n/m

<latexit sha1_base64="3tMqsiZSF69+UbplZtkvXq0Oc6w="></latexit>

T
⇥
j
⇤



An ideal but useful assumption

Assumption: Simple uniform hashing 

For any key k, its hash value         is drawn uniformly                 
at random from 

Let    be the length of the chain 

Suppose we insert n elements and the simple uniform 
hashing assumption holds. For any j in                       , 
what is        ?

<latexit sha1_base64="fF/hLU788KAXOsd8hzdwuoYWv+w="></latexit>

{0, 1, . . . ,m � 1}

<latexit sha1_base64="fF/hLU788KAXOsd8hzdwuoYWv+w="></latexit>

{0, 1, . . . ,m � 1}
<latexit sha1_base64="gcRolWCd1Lwtt5s8pvmmy35BfzI="></latexit>

E[nj ]

<latexit sha1_base64="rCqfm9gvs+RUR8XeUyqDiIeqo8w="></latexit>nj
<latexit sha1_base64="3tMqsiZSF69+UbplZtkvXq0Oc6w="></latexit>

T
⇥
j
⇤

<latexit sha1_base64="yEATv0vhw5vqi0llpR/zGEcMaNI="></latexit>

h(k)

random
var.

~
ith key inserted

J ↓

Let Zij = 1(h(kil
=;] n= Zi

E(n = I(til ==
(h(kil=
= = x



Expected time for unsuccessful search

Proposition: The average-case cost of an unsuccessful 
search is         .

(Cost model: hash costs one, examining an element costs 1)

<latexit sha1_base64="Yo1iqkboAzp7bOXtSVbd6M9NE6A="></latexit>

1 + ↵

expected time = IECtime]

Prof: Suppose we search for a key k (which is not in table i)
of hashing

(1) cost compute h(k) o costs /

(2) cost of traversing chain : (E[M] =ESUi] =
(leti = h(k)

Total lEfcost] = I +&



Expected time for successful search

Proposition: The average-case cost when searching for the   
.    inserted key (after all    keys have been inserted) is:

<latexit sha1_base64="l2aQDAvH9efP3drJo/qrrL47yEE="></latexit>

i th <latexit sha1_base64="2mPEEydMFOXAqfKqD3TD1g6oTOM="></latexit>n
<latexit sha1_base64="+xFBzuzxkzJxrHCyZJaob1lNzrU="></latexit>

2 +
n � i

m
 2 + ↵

ith inserted key

If : Y

Let M
.

V
. Xij = 1 (h(ki) = n (k

, 1) fixed slot

n -

] =EX) =
ki) = 4(k)

= (n -i) · In
↑

IE) # elements inserted
after ithelement)Ecost):cost of sometihilockin

that hashed to slot h(ki)
+IE Clensth of prefix]



Expected time for successful search

Proposition: The average-case cost when searching for the   
.    inserted key (after all    keys have been inserted) is: 

Corollary: The average-case cost when searching for an 
inserted key (also chosen uniformly at random from the set 
of    inserted keys) is:

<latexit sha1_base64="+xFBzuzxkzJxrHCyZJaob1lNzrU="></latexit>

2 +
n � i

m
 2 + ↵

<latexit sha1_base64="ZUtz9Q0Ru3Jjts4Au6WBRPnjkw4="></latexit>

2 +
(n � 1)

2m
 2 +

↵

2

<latexit sha1_base64="l2aQDAvH9efP3drJo/qrrL47yEE="></latexit>

i th <latexit sha1_base64="2mPEEydMFOXAqfKqD3TD1g6oTOM="></latexit>n

<latexit sha1_base64="2mPEEydMFOXAqfKqD3TD1g6oTOM="></latexit>n

u

9 Jim
random

(2+ ) ==
= 2+m =+



How can we design a good hash function?

In some situations, simple uniform hashing assumption 
might be plausible 

Otherwise, if we want to commit a single function, there are 
some heuristics which tend to work well in practice 

• Division method (“modular hashing”) 

• Multiplication method

Suppose each key is drawn uniformly at random from universe



Division method

In the division method, we simply divide by m and take the 
remainder: 

<latexit sha1_base64="w+S4VgOQkW1cXrL9eoe7JFt3q4w="></latexit>

h(k) = k mod m

Avoid setting m = power ofe
(21)

sin binary)
k =

1001010100
-

Y you only use these digits
m= 2

something better : let m be large prime number

Sin particular
,

not

too close
to power



Multiplication method

Multiplication Method: 

(1) Select a constant A such that 0 < A < 1 

(2) Take fractional part of k A 

(3) Multiply by m and truncate
<latexit sha1_base64="uQlBcSgooBLNJySq4JIrfzlP69E="></latexit>

h(k) = bm(kA mod 1)c

OK if m is a power
of I



Multiplication method

Multiplication Method: 

(1) Select a constant A such that 0 < A < 1 

(2) Take fractional part of k A 

(3) Multiply by m and truncate 

How to choose A? 

                                             tends to work well 

    (distributes nearby integers roughly uniformly in [0, 1])

<latexit sha1_base64="uQlBcSgooBLNJySq4JIrfzlP69E="></latexit>

h(k) = bm(kA mod 1)c

<latexit sha1_base64="5GyS+SEvB5mJ8WQ/zDAuvk3dC+Y="></latexit>

A = 1/' = 0.61803398875 . . .



Universal hashing

The previous methods might work well in practice, but we do 
not have rigorous guarantees for them 

Instead, we consider an idea called universal hashing 

A universal hash family is a collection     of hash functions     
.                                 such that, for any pair of keys j, k, 
at most           hash functions          satisfy 

How can we use this? 

If we select h uniformly at random from    , then for each 
pair of keys j, k, we have:

<latexit sha1_base64="zih5XZc/motLMeMpKxqQkVo7Byk="></latexit>

h : U ! {0, 1, . . . ,m � 1}
<latexit sha1_base64="zY13h4nWO5apk70r/SfHPh31jSk="></latexit>

|H|/m
<latexit sha1_base64="5p9M6BJwbbjAG4EX4Kwn4Y9ZLhA="></latexit>

h 2 H
<latexit sha1_base64="QCj9gFJEEIgSLVk8AI3PbEXQWds="></latexit>

h(j) = h(k)

<latexit sha1_base64="Eq1gCkqpdHUf0+iC6/F70ReRbhw="></latexit>

H

<latexit sha1_base64="Eq1gCkqpdHUf0+iC6/F70ReRbhw="></latexit>

H

<latexit sha1_base64="Fmr9SoBDsuQWfmFpkGvtwRMab+E="></latexit>

Pr
�
h(j) = h(k)

�
 1/m



Average-case analysis for universal hashing

Proposition: Let h be drawn uniformly at random from a 
universal family of hash functions. Consider an arbitrary key k. 
(i) If key k is not in the table, then the expected length of the 
list           is at most   . 
(ii) Otherwise, the expected length of the list is at most         .

<latexit sha1_base64="Yo1iqkboAzp7bOXtSVbd6M9NE6A="></latexit>

1 + ↵

<latexit sha1_base64="/G74V83XjY684SKAIPHPztfb8+s="></latexit>

T [h(k)] <latexit sha1_base64="44gXwatJJymrWXYSRkMDemuZsfg="></latexit>↵

=11)
key

[e *1]==
=



Constructing a universal family of hash functions

Let p be prime number such that all keys k are in                      . 
For each a in                       and b in                          ,                       
define a hash function: 

Then                                                         is a universal                  
family of hash functions.

<latexit sha1_base64="PG8X6KDn5RK1K0BLUOUmvdHEAps="></latexit>

ha,b(k) = ((ak + b) mod p) mod m

<latexit sha1_base64="HXA1b4d+PS25jG+bh0IEobmuhqg="></latexit>

H = {ha,b : 1  a  p � 1, 0  b  p � 1}

<latexit sha1_base64="t98YxGzh4VYivXnVU0SMbLnWxQQ="></latexit>

{1, 2, . . . , p � 1}

<latexit sha1_base64="rdAR+Jafd61PyqKuD9KsMdskSTk="></latexit>

{0, 1, . . . , p � 1}
<latexit sha1_base64="rdAR+Jafd61PyqKuD9KsMdskSTk="></latexit>

{0, 1, . . . , p � 1}



Proof sketch



Open addressing

Open addressing is another method for handling collisions. 
Unlike chaining, each slot stores at most one key.                     
If we try to store a key in a slot but find that it is already 
occupied, we instead try some other slot, and if that slot is 
full, we try yet another slot, and so on. 

This sequence of slots that we try when we are probing for 
an unoccupied slot is called a probe sequence. 

A first probe sequence: 

Linear probing uses this probe sequence

<latexit sha1_base64="W3z99jrBzgx6j+MYO/r8dpLDzfU="></latexit>

h(k), h(k) + 1, h(k) + 2, . . . , h(k) + (m � 1)

all mod m



Linear probing
Using the hash function                        ,                                                                   
insert: 35, 21, 16, 45, 31, 8  

How to do SEARCH? Use probe sequence and stop when we have 
either found the key or arrived at an unoccupied slot. 

DELETE can cause trouble for Search. Why?                                  
Solution: Upon deletion, mark slot with special value DELETED 

<latexit sha1_base64="BeHDyhIzzDbxzhDwME2/JjAZcLA="></latexit>

h(k) = k mod 10

0 
1 
2 
3 
4 
5 
6 
7 
8 
9

5 16518

21

31 !

35

16

X
So



Linear probing

• Doesn’t work well in practice 

• Suffers from primary clustering problem 

• Limited number of probe sequences (only m of them)



Quadratic probing

In quadratic probing, we use a somewhat more               
sophisticated probe sequence. For carefully selected                
positive constants     and    , the probe sequence is 

Advantages: Avoids primary clustering problem 

Disadvantages: Experiences secondary clustering problem                     
,,                    Still only m probe sequences

for
<latexit sha1_base64="Vjfefmj2XsHUGXl629+XZHQ7gn8="></latexit>

i = 0, 1, . . . ,m � 1
<latexit sha1_base64="PhhOP063op6SGgWk9Sm8xupaMt4="></latexit>

(h(k) + c1i + c2i
2) mod m

<latexit sha1_base64="ssSPcmVsrVAMjCefU/Cl7ClDNX8="></latexit>c1
<latexit sha1_base64="FLONHS3BrvwK1QUeZHdl4Kvf4hE="></latexit>c2



Double hashing

Let     and     be auxiliary hash functions 

Double hashing uses the probe sequence: 

        must be relatively prime to m in order for the whole 
table to be searched. How can this be achieved?

<latexit sha1_base64="Wxu3UHOqb2BofZZ1kuFaDv36sPM="></latexit>

h1
<latexit sha1_base64="LAKaScmCIBLlFSAKignpRf0L0VY="></latexit>

h2

General way of specifying elements in probe sequence

<latexit sha1_base64="LIfUhFRov65CSYDTgBFhb+yX380="></latexit>

h(k , i) = (h1(k) + i · h2(k)) mod m

<latexit sha1_base64="tMnbnt4PT6geZGHUgQfW4QgxLB0="></latexit>

h2(k)

no common factors

suppose m is a power of 2

Let hall) be odd



Average-case analysis of open addressing

Can we provide average-case guarantees for open addressing? 

• Yes! Under a certain assumption 

Assumption of uniform hashing - for each key, the probe 
sequence          is chosen uniformly at random from the set     
of all possible permutations of                       .                                                                
(this is not realistic, but we might approximate it in practice 
using, e.g., double hashing) 

Proposition: Given a hash table with load factor                  ,                                
under uniform hashing the expected number of probes in an 
unsuccessful search is at most              .

<latexit sha1_base64="ENa2CaIHO7Y3KofyEZw3sjjAobs="></latexit>

(0, 1, . . . ,m � 1)

<latexit sha1_base64="qt8FEqQ/J3FNkiVJiqWgqZeTfds="></latexit>

h(k , i)

<latexit sha1_base64="8J5FZmw6bFA0mfP7LsfyjNfQZIU="></latexit>

↵ = n/m < 1

<latexit sha1_base64="kHF09FMkYrTib/kwWCnSX9gJ/oA="></latexit>

1/(1� ↵)



Proposition: Given a hash table with load factor                  ,                                
under uniform hashing the expected number of probes in an 
unsuccessful search is at most              . 

Proof :

Average-case analysis of open addressing
<latexit sha1_base64="8J5FZmw6bFA0mfP7LsfyjNfQZIU="></latexit>

↵ = n/m < 1

<latexit sha1_base64="kHF09FMkYrTib/kwWCnSX9gJ/oA="></latexit>

1/(1� ↵)


